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. UNCLASSIFIED Q

FD-71
.. ¥ Revised FEDERAL BUREAU OF INVESTIGATION
7-21-2009 COMPLAINT FORM
) ADMINISTRATION
Classification Level:
U ‘ ‘ [™ FISA Derived
RECEIVED BY Status: Priority:
Name (LA)(FBI) iPending :Routine
Email |@fbi.sgov.gov Incident Type: |Receipt Method:
Criminal Activity In Person
Received On: Last Updated:
11/3/2009 11/3/2009
Originator Type: Originating Agency: Originator Telephone:
Complainant b
Responsible Office: RA: Responsible Squad (ACS Designation): b”;C
Los Angeles o ‘ 2111
RESPONSIBLE INVESTIGATOR RESPONSIBLE SUPERVISOR
Name (LA)(FBI) Name (LA) (FBI)
Email Vfbi.sgo‘,_gov Email I@fbi.sgov.gov
RESPONSIBLE INVESTIGATOR —  RESPONSIBIF SUPERVISOR
Name (LA)(FBI) Name (LA) (FBI)
SUMMARY
Synopsis:
Two scientology websites were illegally accessed and modified.
411 INFORMATION COMNTAINED
HEFEIN IS UNCLASSIFIED
DATE 06-13-2011 BY 60322 UCLP/PLJI/IN
[™ Sensitive Investigative Matter
Facts of Incident:
On 10/31/2009 the scientology website scientology-europe.org was hacked, defaced, and ultimately modified to
redirect to an anti-scientology website, whyaretheydead.org. The website was modified using a program called
C99shell. This program was placed on the webserver and a URL to access the program was posted on the
messageboard 888chan.org. Any user who accessed the URL pointing to C99 would have access to modify files on
the webserver without entering a username and password.
On 11/03/2009 another scientology website, Freedom-Belgium.org, logged attempts to access the C99shell
program. The Freedom-Belgium.org website is hosted on the same computer as scientology-europe.org
Webserver logs show that several of the IP address who accessed the C99Shell program are located in the United
States
Occurrence(s): Time:
From: To: Duration: Duration Units:
COMPLAINANT
Name: ™ Protect Source Pate of Complaint: [Time of Complaint: b6
) : b7C
Address: [Telephone:
Date of Birth: Email Address: P< b6
‘ ! ,( b7C
Gender: Comnlaint Received Ry: l’(
 —
, . , , , <
SUBJECT o W
Last Name or Organization Name: First Name: Middle Initial: T/ele’phone Number Text: (
WHYARETHEYDEAD.ORG /| . ks’
Social Security Number: Date of Birth: Place of Birth: / fq“/ /D( (
; . \ ’ )

ScsAL A~ 2SHREQ -

This document should not be disseminat...




UNCLASSIFIED

Gender: Build: Complexion:

‘Uu . hd : .

Hair Color: Eye Color: Feet: Inches:
Height:

Weight: Age: Facial Hair:

lAccent: fﬁce: Driver's License Number:

[™ Public Figure(Politician, Celebrity, Community Leader, etc.)

' Yes
US Person  { No

" Unknown

Description (dress, mannerisms, or statements made):

IAddress:

Other Names:

Other Addresses:

Scar(s)/Tattoo(s):

Scar/Tattoo Description:

Associate(s):

Weapon(s):

Weapon Description:

Vehicle(s):

INVESTIGATIVE METHODS

FINDINGS

Recommended Classification: Recommended Alpha:

|~ Disseminate to FIG

™ Disseminate to Others

Recommended Action:

Date:

Assessment Findings:

Federal Violation:

b&
b7C

SUPERVISOR REVIEW

Responsible Supervisor:

This document should not be disseminat...

(LA) (FBI)
TREVILYVS
Period Start Date: Period End Date: Days: [Supervisor Decision:
‘ ‘ ; — ‘ [™ |Add Comments
11/3/2009 '12/3/2009 ) 30 |Open Case
Author:




UNCLASSIFIED 0

" Preliminary Investigation FI'Start Date:

&  Full Investigation 11/3/2009
Issue: Country:

Division: |Classification: |Alpha: |CPI Code: Case ID:

LA 288 A iNONE
Serial Number:
[Resnonsible Sunervisar:
LA) (FBI)

REVIEWS

Period Start Date: Period End Date: Days: |Supervisor Decision:

Add Comments

ATTACHMENTS

@ File Attachment

Attachment Description:

This document should not be disseminat...




FD-340a (Rev. 11-12-89) @ I

ALL INFORMATION CONTAINEL
HEREIN I3 UNCLALZSIFIED !/4)5
DATE 0o6-13-2Z011 BY 60322 UCLPSPLJ TN (Title)

(File No.) 285A-Lg. 23 4389
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FD:340 (Rey. 4-11-03)

File Number 294 ~L A _2sy 35

(A4

Field Office Acquiring Evidence LA

Serial # of Originating Document C(\
Date Received ‘/ )-0/ (0
Fronu

<Jame of Contributor/Interviewee)

ALL INFOEMATION CONTATIHED

HEREIN IS5 UNCLASSIFIED

DATE 0e-13-2011 BY e03Z2z UCLF/PLJ/TH
7

(Address)
x.
(City and State)
To Be Returned [ Yes L__l- No
Receipt Given . O Yes 0 ~o

Grand Jury Material - Disseminate Only Pursuant to Rule 6 (€)
Federal Rules of Criminal Procedure

O ves 0 nNo”
Federal Taxpayer Information (FI) - =~
O ves

O Ne

Title: CO\U"C h 0"(: gc;ae,\""\o(&‘ -

Reference: s

‘ (Comixniéation Enclosing Material)
Description: O Original notes re interview of
anﬁﬁaac b@‘ro, Zost— [0!\"&.‘; o

qggc L\_an LOr o

=

N

bé
b7C
é




- Random [Anonymoused] http://anonymouse.org/cgi-bin/anon-www.cgi/http://netchan.org/b/res/588.html

b
b

~1 O

[b/h/x/ib/wa/ss/ radio / m3n / flirl ] [Home] [Manage] c

/b/ - Random

JYIH Q¥ HOOA
JUIH Q¥ HOOA

[Return]
ALL INFORMATION CONTAINED

HEFETIN I5 TNCLAISTFIED
DATE 0O&-13-z2011 BY 6032z UCLPAPLJATH

Posting mode: Reply

Name

Email

Subject Submit (reply to 588)
Message

File BrOWSE.. -

Password eeeesese (for post and file deletion)

» Supported file types are: GIF, PG, PNG
¢ Maximum file size allowed is 1000 KB.

« Images greater than 200x200 pixels will be thumbnailed.
.

Currently 67 unique user posts. View catalog

File: 123510781295.jpg-(95.17KB, 600x750, 117967602145-1.jpg)
- r3x Anonymous 09/02/20(Fri)00:30 No. 588 [BS]

r3x
r3x!Gq8xTPRAXU
r3x!INcXawso/

http://oahuraid.ning.com
ttp://forums.w eprotest.net/members/r3x-16906

http://www.oahuraid.com/ - dead

r3x
Tranisent Ox
tOxen
tektonic04

Mifune bo

b7C

£3 2/19/2009 9:38 PM




- Random [Anonymoused] hitp://anonymouse.org/cgi-bin/anon-www.cgi/http://netchan.org/b/res/588 . html

I —

Previous Cities:
Augusta, Kansas
Wichita, Kansas

_Relatives:
Home:
ttp: ofile.myspace.com/index.cfm?fuseaction=user.viewProfile&friendID=63403077

www.myspace.com/tektonic04

http://209.85,173,132/search?q=cache:1PDujfl_ylgl:profile.myspace.com
% 3Ffuseaction%3Duser.viewprofile%26friendiD%3D5148311 6+ Transient-+0Ox&hl=

en&ct=clnk&cd=18gl=us

: s/starbucks-runuo-co 2091-do-you-have-myspace.html#post553217
http://www.runuo.com/forums/members/mifune.html
1CQ: 171983547
AIM: mifune04
YIM: mifune04
Website: http://www.shardwire.org/

3RD - Third

RAD - Radio

BN - Battalion

H&S - Headquarters and Service

2/19/2009 9:38 PM




- Random [ Anonymoused]

CO - Company
EM - Enlisted Military
PLT - Platoon

http://www.mcbh.usmc¢.mil

hitp://anonymouse.org/cgi-bin/anon-www.cgi/http://netchan.org/b/res/588.himl

[Mod]

[b/h/x/ib/wg/ss/ radio/ m3n / flirl ]

f3

- Serissa 1.0.5 + Took 0.02s -

Delete Post [

Password . eeeeseee

2/19/2009 9:38 PM
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File Number 9—%8/4“ - L'/" - 9“5 Y 3%

Field Office Acquiring Evidence _| /4

s TP

Y

** Serial # of Originating Document / Z \‘
Date Received \/ { ?/ 2010 bk
. ‘.\ .
From “
Fame of Contributor/Interviewee) E ,?

(Address)
(City and State) _
\ ALL INFORMATION COMNTAINED
By 5 A HEREIN IS UNCLASSIFIED
EEE— DATE 06-13-2011 EY 60322 UCLP/PLI/IN
To Be Returned [ Ves BT No , , /
Receipt Given [ Yes ET No ‘ o
§  Grand Jury Material - Disseminate Only Pursuant to Rule 6 (€) L ‘
" Federal Rules of Criminal Procedure 3
O Yes El/ No !

Federal Taxpayer Information (FTI) , / -
O ves O No

' Title: &'(ﬂb(

077

Reference:

(Comxﬁn,iéation Enclosing Material)

Description: [0 Original notes re interview of

Sever logs  Shos |

/ :




act=img&img=ext_error_log HTTP/1l.1" 200 1467 "http://www.scientology-

europe.org/admin/shell.php" "Mozilla/5.0 (X11; U; Linux 1686; en-US;

szl Q0 JB) facko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15%

L - [02/Nov/2009:09:45:10 -0700] "GET /admin/shell.php?
= ow_ltr HTTP/1.1" 200 520 "http://www.scientology-

europe. org/admln/shell php" "Mozilla/5.0 (X11; U; Linux i686; en-US;

rv:1.9.0.15) Gecko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"

- - [02/Nov/2009:09:45:39 -0700] "GET /admin/shell.php?
act=f&f=shell.php&d=%2Fhome4%2Fsciento2%2Fpublic_html%2Fadming&
HTTP/1.1" 200 147441 "http://www.scientology-
europe.org/admin/shell.php" "Mozilla/5.0 (X11; U; Linux i686; en-US;
rv:l.9. ko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"

- [02/Nov/2009:09:45:44 -0700] "GET /admin/shell.php?
act=img&img=ext_gif HTTP/1.1" 200 607 "http://www.scientology-
europe. org/admln/shell php?act=f&f=shell .php&d=%2Fhome4%2Fsciento2%
2Fpublic_html%2Fadmin&" "Mozilla/5.0 (X11; U; Linux i686; en-US;
rv:1.9.0.15) Gecko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"

| r - [02/Nov/2009:09:45:44 -0700] "GET /admin/shell.php?
act=Ing&kImg=ext_ini HTTP/1.1" 200 566 "http://www.scientology-

europe.org/admin/shell.php?act=£f&f=shell.php&d=%2Fhome4%2Fsciento2%
2Fpublic_html%2Fadmin&" "Mozilla/5.0 (X11; U; Linux i686; en-US;
rve1 9 0 18) Gecko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"
- - [02/Nov/2009:09:45:44 -0700] "GET /admin/shell.php?
= =exXt_txt HTTP/1.1" 200 564 "http://www.scientology-
europe.org/admin/shell.php?act=f&f=shell.php&d=%2Fhome4%2Fsciento2%
2Fpublic_html%2Fadming&" "Mozilla/5.0 (X1l: U; Linux i686; en-US;
rv:1.9.0.15) Gecko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15" "
- - [02/Nov/2009:09:45:44 -0700] "GET /admin/shell. php'>
act=ilmg&img=ext exe HTTP/1.1" 200 550 "http://www. scientology-
europe. org/adm1n/she11 phpract= f&f=shell. php&d=%2Fhome4%2Fsciento2%
2Fpublic_html%2Fadmin&" "Mozilla/5.0 (X11; U; Linux i686; en-US;
rv:1.9.0.18) Gecko/200910281Y . Ubuntu/9.04 (jaunty) Firefox/3.0.15"
- - [02/Nov/2009:09:45:44 -0700] "GET /admin/shell.php?
= _html HTTP/1.1" 200 662 "http://www.scientology-
europe. org/admln/shell php?act=f&f=shell .php&d=%2Fhome4%2Fsciento2%
2Fpublic_html%2Fadmin&" "Mozilla/5.0 (X11; U; Linux i1686; en-US;

rv:1.9.0,15) ko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"
- [02/Nov/2009:09:45:44 -0700] "GET /admin/shell.php?
= ~rtf HTTP/1.1" 200 596 "http://www.scientology-

europe. org/admln/shell php?act=f&f=ghell .php&d=%2Fhome4%2Fsciento2%
2Fpublic_html%2Fadmin&" "Mozilla/5.0 (X11; U; Linux i686; en-US;
rv:1.9.0.15) Gecko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"

L - [02/Nov/2009:09:47:06 -0700] "GET /admin/sqgl.php
HTTP/1.1" 200 423 "-" "Mozilla/5.0 (X11l; U; Linux i686; en-US;
rv:1.9.0.15) Gecko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"

ALL INFORMATION CONTAINED
HEBEIN I3 UNCLASZTIFIED
DATE 06-13-2011 BY 603ZZ UCLF/PLJ/SIN




oy L T . Sk S ol - - D R s TR Y L N

FD-340 (Rev. 4-11-03,
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File Number R Y§A ’“LA- —AS94389

J é Field Office Acquiring Evidence _S A4 A

Serlal # of Originating Document / 0 ‘ h

DateReceived 02/ 2S5 / 22O

From Se [F
(Name of Contributor/Interviewee)
ALL INFORMATION CONTAINED -
HEEETHN I35 UNCLAZSIFIED
( ) LATE 06-13-2011 BY o032z UCLPSPLIAIH h
+ .
{
(City and State) }
5
By SA
19 : /
b7C ! K

"To Be Retumed [] Yes
Receipt Given L[] Yes JZ/NO

Grand Jury Material - Disseminate Only Pursuant to Rule 6 ()

Federal Rules of Criminal Procedure ,
O ves }Z/No- ‘

Federal Taxpayer Information (FTI)B/
No

O Yes

Title;

Reference: £77)— 9L L
' (Communication Enclosing Material)

Description: [ Original notes re interview of
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(Name of Contributor/Interviewee)
(Address)
ALL INFORMATION CONTAINED
R - : HEREIN I% UNCLASSIFIED
L {Citv and State) DATE 06-13-2011 EY 60322 UCLP/PLI/JIH |
By SA|

-
)
3
3

‘Receipt Given 0 Yes

FD-340 (Rev. 4-1 1;03) .
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FileNumber Q §§4 - LA - 25Y38 9

<)4?(

Fleld Office Acquiring Evidence _ 5 /A

Serial # of Originating Document l O

B No
D/No

Grand Jury Material - Disseminate Only Pursuant to Rule 6 ()
Federal Rules of Criminal Procedure

O Yes & No
Federal Taxpayer Information (FTT) -

ToBe Retumed [ Yes

“
N

e

O Yes * No

Title:

N Reference:

FP-7°2 €

: (Comn;unication Enclbosing Maien’al)

Description: O  Original notes e interview of
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FD-340 (Rev. 4-11-03)
File Number AF8A— LA - qu S27 -

O
AG

Fleld Office Acquiring Evidence _5 4

D

Serhil # of Originating Document

Date Received 03/0Y /21O

From an/""/z-’ze/ih ﬂ/cLe choecks

(I\'Jame of Contributor/Interviewee)

(Address)

’

e (City and State)

By JA

To Be Returned D Yes

.D" No
D’No

Grand Jury Material - Disseminate Only Pursuant to Rule 6 ()
Federal Rules of Criminal Procedure

O Yes TN
Federal Taxpayer Information (FTI) .
' O Yes

o

Title:

"y
Reference: E C (“)

ALL INFORMATTON CONTAINED
HEREIN IS UNCLASSIFIED
DATE 06-13-2011 BY 60322

(Communication Enclosing Material)

Description: [0  Original notes re interview of

Hrinhi b /‘e5va/r‘40c Texes [rceqin olsfe

6‘\/10( New  ple e //‘Llalg ,p/'HL‘e

TCLEAPL /A TH




From:

Sent: 04, 2010 1:25 PM

To:

Subject: ICens

LICI:INOV/ZOIO OLD 4 NOV/2009 EWT 4800 GWT 5800 TONS 1/2
TRUCK PLT, STKR REG CLASS 35 $ 64.32 BEXAR CNTY

TITLE | ISSIIED 01/21/2005 ODOMETER 335 REG DT 11/24/2009
2005,CHEM [TRK<=1, SALES PRICE $ 21232.00

PREV OWN RUDOLPH CHEVROLET LP,EL PASO,TX .

OWNER I

LIEN 12/31/2004,GMAC,,P.0. BOX EIUZ,,CGCKE7£VILLE,MD,21030

PLATE AGE: 5 LAST ACTIVITY 12/05/2009 RENEW OFC: 015

REMARKS RELEASE OF PERSONAL INFO RESTRICTED.ACTUAL MILEAGE.PAPER TITLE.
MRI: 93372450 IN: MVD 95300 AT 04MAR2010 13:20:58

OUT: FBSZ 24 AT 04MAR2010 13:20:59

Technical Information Specialist
EBT San Antonio Division

ALL INFORMATION CONTAINEL

HEREIN I3 UNCLASZTIFIED
DATE 06-13-z2011 BY 603z UCLF/PLJSIN




DATE: 03-04-2010 10:42:15 AM Type: Recv

SUBJECT: RR FROM NLET - RQj}

Message:

Referénce: 02V700001B

Msg ID : g§V700001B
ge/Tlme 20100304095924

Ent Agy :

Requester

User

ORI NMNSPO00O

Source NLET

Dest TXFBISAQ0

Dest FBSZ

Control

Summary RQ:

TXT: RR.NMNSPOOO
08:59 03/04/2010
08:59 03/04/2010

TXT

0
56492
57050 TXFBISAQO

ZZT.RR.NMLICOOOO.NMNSPOOOO.* —————————— .

NE%—MEXICQ—¥EHICLE REGISTRATION INQUIRY
I.T EXPTIRE DATE/20061231 LIT/PC
VIN . VYR/2004. VMA/CHEV. VMO/KTA VST/UT.
TIT] INS/INSURED. LIENS/ YES
** NO MORE RECORDS
MRI: 92988132 IN: NLI1l 25265 AT 04MAR2010 09:59:23

OUT:

FBSZ 16 AT 04MARZ2010 09:

59:

DISSEMINATED ON TLETS FOR CRIMINAL JUSTICE PURPOSES ONLY.

ALL INFOEMATION CONTAINED
HEFEIN I5 UNCLASSIFIED
DATE 06-13-2011 BY 6032z UCLPAFLJIATH
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At e b ety

File Number J:)q)gl{‘ "I/A' el )5‘1337 _ //4)7

.Field Office Acquiring Evidence [//1"

Serial # of Originating Documenf

Date Received '0// /10

From

]

(Address)
. City and State) !
b6
By _ﬁ b? c’
ToBeRetuned [J Yes 3 No //
Receipt Given [ Yes No ;

Grand Jury Material - Disseminate Only Pursugnt to Rule 6 (e)
Federal Rules of Criminal Procedure

[J Yes 7 No
Federal Taxpayer Information (FT)
O Yes \ No

Title: gfc.r—\&m ]9 3 7

Reference:

ALL INFORMATION CONTAINED
HEEEIN I3 UNCLAZ3IFIED
DATE 06-13-zZ011 BY o032z UCLF/PLJ/IN

{Communication Enclosing Material)
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FD-302 (Rev. 10-6-95) : ‘

ALL INFORPMATION CONTAINED
HEEEIN IS5 UNCLA3ZSIFIED

-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription 11/10/2009

DATE Oo-13-2011 BY e03Zz UCLPAPLJI/ATN

connsel for the Church of Scientology,
work tel work telephone

numberl Eﬁﬁd Fssrm—w T mTTe Church of
lScipnfo 0gv_were incerviewed at

After being advised of the 1dentity OI Theé agencs,
they presented the following information.

The Scientology website Scientology-Europe.org was
hacked, defaced, and ultimately redirected to the Anti-Scientology
website Whyaretheydead.org. The Scientology-Europe.org website was
modified using a program called C99shell. This program was placed
on the webserver without the website administrator's knowledge. A
URL to access C99Shell was posted on the messageboard 888chan.org,
a message board frequently used by the internet group Anonymous.
This URL provided any user who accessed the messageboard with the
ability to modify files on the Scientology-Europe.org webserver
without entering a username and password.

On November 3, 2009 another Scientology website,
Freedom-Belgium.org which is hosted on the same webserver as
Scientology-Europe.org, logged attempts to access another version
of the C99shell program. These logs show that several of the IP
address who accessed the C99Shell program are located in the United
States.

The Scientology-Europe.org and Freedom-Belgium.org
websites are hosted by Blue Host, out of Provo Utah.

The following documents provided by are included in

a 1A.
i. CD documenting the URL Scientology-Europe.org
redirecting to Whytheyaredead.org

ii. Screenshots of 888Chan/Xenu message board with
conversations discussion attack.

iii. Screenshots of C99Shell

iv. Spreadsheet listing IP addresses who accessed the
"hacker tools"

v. Whois is on 888chan.org

Investigation on 10/31/2009 aa Los Angeles CA

File # 288A—LA-9%4389’”qL Date dictated 11/10/2009
SA 5 qm@

by _ SA B2 V%Q

g1

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency,
it and its contents are not to be distributed outside your agency.
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JPM: jpm
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On November 23, 2009 writer researched IP address
66.35.1.170, which was logged in the attack on Scientology's
website. Writer determined this IP address is a Tor Exit
Router, part of the TOR Anonymity Network. As such, no
additional information can be obtained about the person who used
this IP address in the attack.

ALL INFOEMATION CONTAIHED
HEFEIN IS5 UNCLASSIFIED
DATE 06-13-2011 BY 603Zz UCLFAFLJI/ATH
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FD-919 (Rev. 06-05-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/11/2009
To: Los Angeles
b6
From: Los Angeles b7cC
Cy-1
Contact: SA
Approved By:
Drafted By:

’I
Case ID #:+/288A-LA-254389  (Pending) /Lh

Title:

Synopsis:

Reference:

Details:

VnsCase#:
CAgtName:
PContact:
BusName
BusEIN
BusAcct
VicFirN
VicMidN
VicLastN:
SSAN
VicDate
VicDOD
VicMinor:
DOB

Race

Sex

Addr
Addr?2
City
State
Country
Zip
Email
HPhone
Fax

188B-LA-A244126-C  (Pending). |(;2O

VICTIM NOTIFICATION FORM

Victim Contact Information

288A-LA-254389 Serial 1

ALL INFORMATION CONTATHED
HEREIN IS UNCLAZSIFIED

06-15-2 0522 UCLEAPLI S
288A-LA-254389 DATE 06-13-2011 BY 60322 UCLP/PLI/TH

BUsiness
Church of Scientology
000000000

20091101




To: Los Angeles gsom: Los Angeles

Re: 288A-LA-254389

VWrkAddr:
VWrkadd2:
VWrkCity:
VWrkSt
VWrkCtry:
VWrkzip
WEmail
WPhone
WFax
VicPager:
NOKFirN
NOKMidN
NOKLastN:
NOKRel
NOKAddr :
NOKAddr2:
NOKCity :
NOKState:
NOKCtzry
NOKzZip :
NOKHEmal:
NOKWEmal:
NOKHPho
NOKWPho
NOKHFax
NOKWFax :
NOKPager:
GrdFirN
GrdMidN :
GrdLastN:
GrdRel
GrdAddr :
GrdAddr?2:
GrdCity :
GrdState:
GrdCtry :
GrdZip :
GrdHEmal:
GrdWEmal:
GrdHPho
GrdWPho
GrdHFax
GrdWFax
GrdPager:
PropRet
TotLoss
Lang.
Disable

4

12/11/2009

N

001000000

EN
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Re:

*

Los Angeles From:

288A-LA-254389
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Los Angeles
12/11/2009
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/04/2009

To: Los Angeles
Cyber

From: Los Angeles
Cy-1
Contact: SA

oo
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Approved By: d

Drafted By: jpm*h\

Case ID #: 288A-LA-254389 ~ g ALL INFOEMATION CONTAINED

HEBEIN I35 UNCLASZIFIED

Title: SCIENTOLOGY DATE 06-13-2011 BY 60322 UCLF/PLJ/TN

UNSUB (S)
SCIENTOLOGY-VICTIM

Synopsis: To open and assign the above titled case.

Details: On October 31, 2009 the scientology website
scientology-europe.org was hacked, defaced, and ultimately
redirected to the anti-scientology website whyaretheydead.org.
The scientology-europe.org website was modified using a program
called C99shell. This program was placed on the webserver
without the website administrator's knowledge. A URL to access
C99Shell was posted on the messageboard 888chan.org, a message
board by the internet group Anonymous. This URL allowed any user
who accessed the messageboard the ability to modify files on the
scientology-europe.org webserver without entering a username and
password.

On November 3, 2009 another scientology website,
Freedom-Belgium.org which is hosted on the same webserver as
scientology-europe.org, logged attempts to access another version
of the C99shell program. These logs show that several of the IP
address who accessed the C99Shell program are located in the
United States. Scientology's headquarters is located in Southern
Disctrict of California.

On Novermber 4, 2009, AUSA of the Los
Angeles United States Attorney's Office was contacted by writer.

b7C

(0

L~

3 09

UNCLASSIFIED

OVleak CIBDA LA 2834 e pof




To:
Re:

Los Angeles From
288A-LA-254389

AUSA

It is requested that this case be open

and SA

UNCLASSIFIED

: Los Angeles
, 11/04/2009

UNCLASSIFIED

2

agreed to be assigned to the matter as prosecutor.

ed and assigned to SA
as a 288A




UNCLASSIFIED

To: Los Angeles From: Los Angeles

Re: 288A-LA-254389

LEAD (s) :
Set Lead 1: (Info)

CYBER

, 11/04/2009

AT WASHINGTON, DC

Read and clear.

*"

UNCLASSIFIED

3
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/06/2009
To: Cyber Attn: SSA
bo
From: Los Angeles b7C
Cy-1
Contact: SA
Approved By: L/
Drafted By: :jpﬁ#zn

Case ID #: f288A-LA-254389 (Pending) — @5

_ ALL TNFORMATION COMNTATNED
Title: SCIENTOLOGY HERETN 15 UMNCLASSIFIED

UNSUB (S) DATE 06-13-2011 BY 60322 UCLP/PLI/IN
SCIENTOLOGY-VICTIM

Synopsis: Los Angeles hereby notifies Headguarters of a new 288A
case.

Details: On October 31, 2009 the Scientology website
Scientology~Europe.org was hacked, defaced, and ultimately
redirected to the Anti-Scientology website Whyaretheydead.org.
The Scientology-Europe.org website was modified using a program
called C99shell. This program was placed on the webserver
without the website administrator's knowledge. A URL to access
C99Shell was posted on the message board 888chan.org, a message
board frequently used by the internet group Anonymous. This URL
allowed any user who accessed the messageboard the ability to
modify files on the Scientology-Europe.org webserver without
entering a username and password.

On November 3, 2009 another Scientology website,
Freedom-Belgium.org which is hosted on the same webserver as
Scientology-Europe.org, logged attempts to access another version
of the C99shell program. These logs show that several of the IP
addresses who accessed the C99Shell program are located in the
United States. Scientology's headquarters is located in Los
Angeles California.

*

UNCLASSIFIED
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/14/2009

To: San Antonio Attn: SSA

From: Los Angeles
Cy-1
Contact:

~1

[oen

Approved By:

%
Drafted By: jpﬂﬁpN\

Case ID #:/288A-LA-254389 (Pending)*”"/7
ALL INFORMATION COMTAINED

Title: UNSUB (S) HEBEIN I35 UNCLAZ3IFIED

Church of Scientology - VICTIM DATE 06-13-2011 BY 60322 UCLF/PLI/JH
Computer Intrusion
00:LA

Synopsis: To set a lead to San Antonio to search for wireless
networks near the subject's address and provide a description of
the location in anticipation of a search warrant.

Details: During the period between October 31, 2009 and
November 3, 2009 two Scientology websites,
Scientology-Europe.org and Freedom-Belgium.org, were hacked,
defaced, and ultimately redirected to the Anti-Scientology
website Whyaretheydead.org. The websites were modified using a
program called C99shell. This program was placed on the
webserver without the website administrator's knowledge. A URL
to access C99Shell was posted on the message board 888chan.org, a
message board frequently used by the internet group Anonymous.
This URL allowed any user who accessed the message board the
ability to modify files on the webserver hosting both
Scientology-Europe.org and Scientology-Europe.org without
entering a username and password.

Logs ' Church of Scientology identified
the IP address as being involved in the
defacement. Subpoena results from AT&T show this IP address is
registered to Biographical information is as follows:

UNCLASSIFIED




UNCLASSIFIED

To: San Antonio From: Los Angeles
Re: 288A-LA-254389, 12/14/2009

bt

A criminal history check for reveals no prior

arrests.

Writer—xreanests that a San Antonio Agent conduct
surveillance at using a wireless capable device
and make note of the available wireless networks in and around the
residence. Please note the name of the network as it appears on
the device and whether or not the network is secured or available
to the public. Also, please provide a description of the
residence and if possible pictures in anticipation of a search
warrant.

UNCLASSIFIED

2




‘ UNCLASSIFIED

To: San Antonio From: Los Angeles
Re: 288A-LA-254389, 12/14/2009

LEAD (s):
Set Lead 1: (Action) b6

San Antonio

At

Writer requests that a San Antonio Agent conduct
surveillance at] |using a wireless capable device
and make note of the available wireless networks in and around the

residence. Please note the name of the network as it appears on
the device and whether or not the network is secured or available
to the public. Also, please provide a description of the
residence and if possible pictures in anticipation of a search
warrant.

*

UNCLASSIFIED

3




288A- 7254389 - 8
JPM: jprl I\

On January 15, 2010 writer researched IP address
66.230.230.230, which was logged in the attack on Scientology's
website. Writer determined this IP address is associated with
spamming and a Tor Router, part of the TOR Anonymity Network.
As such, no additional information can be obtained about the
person who used this IP address in the attack.

ALL INFOEMATION CONTAIHED
HEFEIN IS5 UNCLASSIFIED
DATE 06-13-2011 BY 603Zz UCLFAFLJI/ATH
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FD-302 (Rev. 10-6-95)

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 01/20/2010

with the fhurch of Soiantology was interviewed

telephonically at phone number After being
advised of the identity of the agent, provided the following
information.

Research conducted by the Church of Scientology
determined that fhe domain and website httn://888chan.org is

I last known

Th1sS 1nrormacion was obtaine
message board. This posting is attached in a 1A envelope.

also stated 888Chan.org is a website frequently used
by the group Anonymous. The 888 stands for August 8,2008 and was
the date of a large DDOS attach against the Church of Scientology.

ALL INFOEMATION CONTAIHED
HEFEIN IS5 UNCLASSIFIED
DATE 06-13-2011 BY 603Zz UCLFAFLJI/ATH

Investigation on 1/20/2010 at Los Angeles

File # 288A—LA~254389”€1 Date dictated 1/20/2010
by SH 7vv\

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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) I ALL INFOEMATION CONTAINED

FD-302 (Rev. 10-6-95)
HERETN 15 UNCLASSIFIED
DATE 06-13-2011 BY 60322 UCLE/PLI /TN

-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/04/2010

On Thursday, February 25, 2010, a physigal snrveillance
(FTSUR) was condincted of rhe residence located at
The surveillance was conducted_rrom
approximately 2:00 m. - 2:20 p.m. during which time SA
and SA observed the following:

The residence is described as a two story, single family
house with the exterior constructed of gray wood—siding with white
trim. The house is located on the south side of and
the front of the house is facing northwest. There is a detached
garage/building located several feet south of the house. The
garage/building is gray in color with two white garage doors that
face There is a covered porch on the front of the
house. The house has a composite roof. The house appears to be on
a one to two acre lot that is enclosed by a wood privacy fence on
the west side, a black wrought-iron fence and gate along the front,
and a wire fence on the east side of the property. The gate which
is located at the entrance to the driveway was closed. A keypad
for the gate was observed on_the east gide of the driveway as was
an address plagque that read Every several feet
the wood and wrought-iron fence are sSuUpported by brick columns.
The house sits approximately 100 yards from the road. Paved
parking areas were observed in the front of the house, on the west
side of the house (which is the area in front of the garage), and
on the east side of the garage (which is the area behind the
house). On the back of the house, eastern side, a deck area
enclosed in wood lattice was observed.

Two vehicles were observed parked on the west side of the
house. One vehicle was a white Chevrolet . _Z71_ Sport Utility
Vehicle, bearing New Mexico license plate The other
vehicle was-a white Chevrolet van, bearing Texas license plate
SA took nine digital photographs of the
resToence /property during this surveillance.

Utilizing a wireless capable device, SA detected
three secure wireless networks in the vicinity of
One was 2wire262 utilizing channel

. Olle was Zwlire utilizing channel four, and one was SATS
utilizing channel nine.

Investigation on 02/25/2010 at San Antonio, TX

bo

File # 28 A-LA-254389"0 ) Date dictated b7C
SA| Idecb

by SA

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.




L od
FD-302a (Rev. 10-6-95)

288A-LA-254389

Continuation of FD-302 of

,On 02/25/2010

, Page

2

A set of printed copies of the digital photographs and a
CD containing the digital photographs are being maintained in the

1A section of the case file.
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~ (Rev. (5-01-2008)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/04/2010

To: Los Angeles Attn: SA

b6

From: San Antonio b7C
Squad C-4/Cyher

Contact: SA

Approved By: __J@&7

Drafted By' slele]

Case ID #: 288A-LA-254389 (Pendlng)”’\\

ALL INFOFMATION CONTAINED
HEFEIN IS5 UNCLA3I3IIFIED
DATE 06-13-z011 BY 603Zz UCLP/PLJIATH

Title: TUNSUB(S) ;
CHURCH OF SCIENTOLOGY - VICTIM;
COMPUTER INTRUSION;
00:LA

Synopsis: To cover lead one of serial seven.
Reference: 288A-LA-254389 Serial 7

Enclosure(s): 1) FD-302 - Regarding surveillance conducted at
on

02/25/2010 bE

b7C
2) FD- 340 - Containing origipal mateg fraom

ducted at
on 02/25/2010

3) FD-340 - Containing color prlntouts of nine
digital photogr
surveillance of
| | on 02/25/2010, a CD containing
these nine digital photographs, and two color
printouts of satellite images of this property
printed from the Internet (Bing)

4) FD-340 - Containing printouts regarding Texas
licengse plate and New Mexico license
plats

UNCLASSIFIED
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UNCLASSIFIED

To: Los Angeles From: San Antonio
Re: 288A-LA-254389, 03/04/2010

Details: Per referenced commiinication San Antonio conducted
surveillance a on
02/25/2010. Writer utilized a wireless capable device which
detected three secure wireless networks in the vicinity of this
address. The house is located approximately 100 yards from the
road and was enclosed by wood, wire, and wrought-iron fencing. A
wrought-iron gate at the entrance of the driveway was closed
denying access to the property. It is possible that a wireless
device/network went undetected from the residence because of the
distance the writer was from the house.

Writer took Nine digital photographs of the
residence/property. There were two vehicles located on the

property. One vehicle was a white 2004 Chevrol Z ort
Utility Vehicl ' ' i ich is
registered tg The

other vehiclermas_a_Ynlte 2005 Chevrolet vgn hearing Texag
license nlate which i registered td

Writer also accessed and printed two satellite images
of this property from the Internet (Bing).

San Antonio considers lead covered.

UNCLASSIFIED

2




To: Los Angeles From: San Antonio
Re: 288A-LA-254389, 03/04/2010

UNCLASSIFIED

LEAD(s) :
Set Lead 1: (Info)

LOS ANGELES

AT T.0S ANGELES, CALIFORNIA

Read and clear.

*

UNCLASSIFIED

3
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ALL INFOFMATION CONTAINED
HEFEIN IS5 UNCLA33ZIFIED
-1- DATE 06-13-z011 BY 603ZZ UCLP/PLJISIH

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 01/15/2010

£far t+ha Chitreh ~Af Scientology,

work telephone number i work telephone
number and IRATh wiTh The Church of
Scient0Iogy were i1ncerviewed ac Los Angeles

California. After being advised of the identity of the agents,
they presented the following information.

stated that after further review of the server logs,
the IP aduress hccessed the following pages on the
website Scientology-Europe.org (Date/Time stamps may vary depending
on which entry of the log used, as multiple entries are made for
each visit to a webpage):

Defaced Page: 3 times (November 1, 2009 19:36:19, 19:36:33 and B
19:36:38 be

Shell.php: 2 times (November 2, 2009 09:45:09 and
November 2, 2009 09:45:39)

SQL.php 1 time (November 2, 2009 09:47:06)

stated he would provide writer via email with a
detailed Iisting of damages associated with the attack.

Server logs documenting the above access are in included
in the attached 1A.

ke
b7C

Investigation on 1/13/2010 a Los Angeles

File # 288A—LA—254389""Z Date dictated 1/15/2010

by SA jpm\ﬁp)’\\

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/07/2009
To: San Antonio Attn: SSA
From: Los Angeles b6
Cy-1 b7C
Contact:
Approved By: jt>/
Drafted By: jpm m ?S
Case ID #: 288A-LA-254389  (Pending) = ‘
Title: UNSUB(S) . ALL INFORMATION CONTATNED
Church of Scientology - VICTIM HEEFIN IS UNCLASSIFIED
Computer Intrusion DATE 05-13-2011 BY 80322 UCLP/PLJ/IN
00:LA
Synopsis: Request SAC concurrence for SA to travel to San
Antonio Division to conduct a subject inteérview.

Administrative: Writer spoke with SSA via telephone on b6
July 7, 2010 regarding this matter. SSA agreed to nrovide bic
assist SAH lwith said inteTvTew— S3
and SA covered previous lead (Serial 7) sent
by writer to San Antonio.
Details: Request SAC concurrence for SA| to travel to San
Antonio Division to conduct a subject intervrew.

During the period between October 31, 2009 and
November 3, 2009 two Scientology websites,
Scientology-Europe.org and Freedom-Belgium.org, were hacked,
defaced, and ultimately redirected to the Anti-Scientology
website Whyaretheydead.org. The websites were modified using a
program called C99shell. This program was placed on the
webserver without the website administrator's knowledge. A URL
to access C99Shell was posted on the message board 888chan.org, a
message board frequently used by the internet group Anonymous.
This URL allowed any user who accessed the message board the
ability to modify files on the webserver hosting both

UNCLASSIFIED

288A4-hd- sy &) — 1%




UNCLASSIFIED

To: San Antonio From: Los Angeles
Re: 288A-LA-254389, 07/07/2009

Scientology-Europe.org and Scientology-Europe.org without b7C
entering a username and password.

Logs provided by the Church of Scientology show IP
address accessed files associated with the
defacement. subpoena results from AT&T show this IP address is
registered to Biographical information is as follows:

A criminal history database inquiries were negative for

Los Angeles requests SAC concurrence Lfar anl to
travel to the San Antonio division to interview =hslo]
determine his involvement with the website defacements described
above.

UNCLASSIFIED

2




UNCLASSIFIED

To: San Antonio From: Los Angeles
Re: 288A-LA-254389, 07/07/2009

LEAD (s) :
Set Lead 1: (Action)
SAN ANTONIO

At SAN ANTONIO, TX

Los Angeles requests SAC concurrence for S to
travel to the San Antonio division to interview I
determine his involvement with the website defacements described
above.
*

UNCLASSIFIED

3
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FD-302 (Rev. 10-6-95)

cellular telephone numbe]

ALL INFOEMATION CONTAINED
HEFEIN IS5 UNCLASIIFIED
DATE 06-13-z2011 BY 603Zz UCLPSFLJIATH

-1-

FEDERAL BUREAU OF INVESTIGATION

regidence address

Date of transcription 10 / 20/2010

business address

provided the following information:

San Antonio, Texas was interviewed
place or business. ArLter being advised of the identity of the
interviewing agents, and the purpose of the interview,

works fod a buginess that provides

|

at IIrs

has

a mmoderate 1level OL complUter Knowledge,

himself a computer expert.

DUt GoOesS N0t ConsSider
frequently uses several operating

systems including UNIX, LINUX, and Windows.

many
much

but does Tot visit them often.
fhe website 888chan.org, or any of the other "chan" websites

of which are running Ubuntu.

has approkimately gix computers at his residence,

uses Ubuntu because it is

more secure than Windows, and—Tme—erncourages everyone at his
house to use Linux.

was not familiar with the internet

has heard of the Church of Scientolog:
knowledgeable about their practices.
computer viruses on his personal computers,

with

agents that in

Scientology-Europe.org.

the term "malware" or a C99Shell.

stated the access

addi
at h

tion, stated there have been nm

as not very
w has dealt with a

ut was not familiar

is rebTuerce since October of 2009.

household and his son frequently has fri
friends" live their for long periods of time. could not
recall the names of all the individuals who haveTTved at his
residence, but after reviewing the contacts in his phgone. he

provided the following information about occupants of

since late 2009:

|is familiar with the internet and message boards,
He has never heard of or visited

group ANONYMOUS.

IS wireless internet connection as it is not always secure.

few

was then provided information by the interviewing
ctober of 2009 an IP address associated with his

residence accessed files ere related to a hack on the website

!had no knowledge of this access.

cou ave occurred while someone was using

In

ple who have lived

lives in an "op
d "friends of

enll

Investigation on

10/13/2010 a San Antonio

File # 288A-TA-2543809 - 4 , Date dictated 10/20/2010
Sﬂ Joms\y
by SA A%
- 1 *
This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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288A-1LA-254389

Continuation of FD-302 of

,0n 10/13/2010 ,Page 2

Name I

Phone:
Relatiom:

Notes: Currently resides at

Name:
Phone: ]

o o
~1

Relation:

Notes: Currencly lixe=s

o Denncavlwania but previously

lived at and wvisitg

Name: I I |
Phone:

Relatiom:

Notes: Currently lives

Name:
Phone:
Relation: Family friend
Notes: Currently lives

Name:
Phone:
Relation: Family friend
Notes: No longer lives

at

and goes to school in Austin TX.

at

Name:
Phone:
Relatiomr—TFamrITy rrrIend
Notes: ©No longer lives

Name:
Phone: |

at

Relation: Family Friend
Notes: No longer lives

Name:
Phone : ~UnKIiown

Relation: Family Friend
Notes: No longer lives

at

at

Name :

Phone: Unknown
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288A-LA-254389

Continuation of FD-302 of

~1 3
@]

[oken

,on 10/13/2010  ,Page _ 3

Relation: Family Friend

Notes:

No longer lives

multiple items from the

had no objections

family or anyone who lived at his
further questioning.

at Stole
house including jewelry and guns.

to the FBI speaking with his
residence. He was also open to




FD-302 (Rev. 10-6-95)

-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription” 10/20/201 0

San
Antonio Texas, telephone number was interviewed at
his residence. After being advised or the identity of tha
interviewing agents, and the purpose of the interview
provided the following information:
. and b&
currently Iives at| [ He uses the b7C

internet con
and YouTube.

' at this location to visit Facebook, Myspace,
stated he i, very knowledgeable computer

user, and that he uses Windows.| was not familiar with the
internet group ANONYMOUS, or the website 888chan.org.

Scientol SCTY-EUTO

had no knowledge of and attack on the website
g,org and had not heard any of the other residents

at

discuss the attack. was open to further

questioning by the FBI.
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Synopsis: To close the above captioned case.

Details: On October 31, 2009 the Scientology website
Scientology-Europe.org was hacked, defaced, and ultimately
redirected to the Anti-Scientology website Whyaretheydead.org.
The Scientology-Europe.org website was modified using a program
called C99shell. This program was placed on the webserver
without the website administrator's knowledge. A URL to access
C99S8hell was posted on the messageboard 888chan.org, a message
board frequently used by the internet group Anonymous. This URL
allowed any user who accessed the messageboard the ability to
modify files on the Scientology-Europe.org webserver without
entering a username and password.

On November 3, 2009 another Scientology website,
Freedom-Belgium.org which is hosted on the same webserver as
Scientology-Europe.org, logged attempts to access another version
of the C99shell program. These logs show that several of the IP
address that accessed the C99Shell program are located in the
United States. Scientology's headquarters is located in Southern
Disctrict of California.

Further analysis of the IP logs provided by the Church of
Scientology determined that all but one of the IP addresses
located inside the United States that participated in the attack
against the Church of Scientology utilized an anonymity program
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such as TOR to mask their identity.
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Los Angeles From: Los Angeles
288A-LA-254389 , 11/02/2010

conducted on these IP addresses.

The sole IP address located in the U.S. that
the attack against the Church of Scientology was

Subscriber information provij?d_by_SBC

The writer interviewed

Lilved a

No further investigation was

narticinatred in

Communications showed Thi
residence address
aC thne time of the attack.

Ul

and learned that in addition to
three children and wWITE, at least eight other individuals
his residence during the time of the attacks. anv _of

the individuals were college friends of

onnilA

and

not provide their full contact ini

formation.

urthermores

stated he often left his wireless router open for periods
of time so that anyone could access the internet through his
connection.

of investigative leads.
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