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: ADMINISTRATION

Classification Level:
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RECEIVED BY Status: Priority:

Name (LA)(FBI) iPending ‘Routine

Email fbi.sgov.gov Incident Type: |Receipt Method:

Criminal Activity ‘In Person

Received On: Last Updated:

11/3/2009 11/3/2009

Originator Type: Originating Agency: Originator Telephone:
Complainant Dé

Responsible Office: RA: Responsible Squad (ACS Designation): BIC
Los Angeles | Oo . 2111

RESPONSIBLE INVESTIGATOR RESPONSIBLE SUPERVISOR

Name (LA)(FBI) Name (LA) (FBI)

Email [fbi.sgov.gov Email lerbi.sgov.gov

- RESPONSIBLE INVESTIGATOR “RESPONSIBLE SUPERVISOR

Name (LA)(FBI) Name [LA) (FBI)

SUMMARY

Synopsis:

Two scientology websites wereillegally accessed and modified.
ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE 06-13-2011 BY 60322 UCLP/SPLI/UN
[™ Sensitive Investigative Matter

Facts of Incident:

On 10/31/2009 the scientology website scientology-europe.org was hacked, defaced, and ultimately modified to
redirect to an anti-scientology website, whyaretheydead.org. The website was modified using a program called
C99shell. This program was placed on the webserver and a URL to access the program was posted on the
messageboard 888chan.org. Any user who accessed the URL pointing to C99 would have access to modify files on

the webserver without entering a username and password.

On 11/03/2009 another scientology website, Freedom-Belgium.org, logged attempts to access the C99shell
program. The Freedom-Belgium.org website is hosted on the same computeras scientology-europe.org

Webserverlogs show that several of the IP address who accessed the C99Shell program are located in the United

States
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Subject Submit (reply to 588)

Message

File ‘Browse... -

Password eeeeeeee (for post and file deletion)

« Supportedfile types are: GIF, IPG, PNG
¢ Maximum file size allowed is 1000 KB.
« Images greater than 200x200 pixels will be thumbnailed.

e Currently 67 unique userposts. View catalog
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act=img&img=ext_error_log HTTP/1.1" 200 1467 “http://www.scientology-
europe. org/admin/shell.php" "Mozilla/5.0 (X11; U; Linux i686; en-US;

sko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"
- [02/Nov/2009:09:45:10 -0700] "GET /admin/shell.php?

= Ow_ltr HTTP/1.1" 200 520 "http://www.scientology-
europe. org/admin/shell. php" "Mozilla/5.0 (X11; U; Linux i686; en-US;
rv:1.9.0.15) Gecko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"

 

 

- - [02/Nov/2009:09:45:39 -0700] "GET /admin/shell.php?
act=f£&f=shell. php&d=%2Fhome4%2Fsciento2%2Fpublic_html%2Fadmin&
HTTP/1.1" 200 147441 "http://www. scientology-

europe.org/admin/shell.php" "Mozilla/5.0 (X11; U; Linux 1686; en-US;
rv:1.9. ko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"

- [02/Nov/2009:09:45:44 -0700] "GET /admin/shell.php?
act=imgeimg=ext_gif HTTP/1.1" 200 607 "http://www.scientology-
europe .org/admin/shell.php?act=f£&f=shell. php&d=%2Fhome4%2Fsciento2%
2Fpublic_html%2Fadmin&" "Mozilla/5.0 (X11; U; Linux 1686; en-US;
rv:1.9.0.15) Gecko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"

- [02/Nov/2009:09:45:44 -0700] "GET /admin/shell.php?
act=imgeimg=exc ini HTTP/1.1" 200 566 "http://www.scientology-
europe.org/admin/shell.php?act=f&f=<shell .php&d=t2Fhome4%2Fsciento2%
2Fpublic_html$2Fadmin&" "Mozilla/5.0 (X11; U; Linux i686; en-US;

cko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"
- ~- [02/Nov/2009:09:45:44 -0700] "GET /admin/shell.php?

= =ERNt_txt HTTP/1.1" 200 564 "http://www.scientology-
europe :org/admin/shell.php?act=f£&f=shell . php&d=%2Fhome4%2Fsciento2%

2Fpublic_htm1%2Fadmin&" "Mozilla/5.0 (X11; U; Linux i686; en-US;

rV:1.9.0.15) Gecko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"°
-~ - [02/Nov/2009:09:45:44 -0700] "GET /admin/shell. php?

act=img&img=ext exe HTTP/1.1" 200, 550 "http://www. scientology-
europe. org/admin/shell. php?act==f£&f=shell. php&d=%2Fhome4%2Fsciento2%
2Fpublic_html$2PFadmin&" "Mozilla/5.0 (X11; U; Linux i686; en-US;

cko/200910281° .Ubuntu/9.04 (jaunty) Firefox/3. 0.15"
-~ - [02/Nov/2009:09:45:44 -0700] "GET /admin/shell.php?

= _html HTTP/1.1" 200 662 "http://www.scientology-
europe. org/admin/shell. php?act=f&éf=shell .php&d=%2Fhome4%2Fsciento2%
2Fpublic_html¢2Fadmin&" "Mozilla/5.0 (X11; U; Linux 1686; en-US;

“ko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"
| ~ [02/Nov/2009:09:45:44 -0700] "GET /admin/shell.php?

= = rtf HTTP/1.1" 200 596 "http://www.scientology-
europe.org/admin/shell.php?act=f&f=shell .php&d=%2Fhome4%2Fsciento2%
2Fpublic_htm1%2Fadmin&" "Mozilla/5.0 (X11; U; Linux i686; en-US;
rv:1.9.0.15) Gecko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"

   

 

 

  } - [02/Nov/2009:09:47:06 -0700] "GET /admin/sql.php

HTTP/1.1" 200 423 "-" "Mozgilla/5.0 (X11; U; Linux i686; en-US;

rv:1.9.0.15) Gecko/2009102815 Ubuntu/9.04 (jaunty) Firefox/3.0.15"
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ud__|nov/2010 ob J NOV/2009 EWT 4800 GWT 5800 TONS 1/2
  

TRUCK PLT, STKR REG CLASS 35 $ 64.32 BEXAR CNTY
TITLE| LISSUED 01 /21/2005 ODOMETER 335 REG DT 11/24/2009 

  2005,CHEV TRK<=1, SALES PRICE $ 21232.00
 

PREV OWN RUDOLPH CHEVROLET LP,
OWNER

L PASO,TX ,

LIEN 12/31/2004,GMAC,,P.0. BOX SIOT-COCREYAVILLEMD21030
PLATE AGE: 5 LAST ACTIVITY 12/05/2009 RENEW OFC: 015
REMARKS RELEASE OF PERSONAL INFO RESTRICTED.ACTUAL MILEAGE.PAPER TITLE.
MRI: 93372450 IN: MVD 95300 AT 04MAR2010 13:20:58
OUT: FBSZ 24 AT 04MAR2010 13:20:5

 

   
Technical Information Specialist
EBT San Antonio Division
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22° RR. NMLICO000 . NMNSPO000 . * Serrecoon .

 

     

NEW-METCO-VEHICEE REGISTRATION INQUIRY
Li EXPTRE DATE/20061231 LIT/PC

VIN . VYR/2004. VMA/CHEV. VMO/KTA . VST/UT.
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** NO MORE RECORDS
MRI: 92988132 IN: NLI1 25265 AT GAMARZ010 09:59:23
OUT: FBSZ 16 AT 04MAR2010 09:59:

DISSEMINATED ON TLETS FOR CRIMINAL JUSTICE PURPOSES ONLY.
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counsel for the Church of Scientology,

work tel work telephone
rotiChurch of

Were interviewed at
After being advised of the identity of the agents,

they presented the following information.

 

 

 

   

 

 
  
 

The Scientology website Scientology-Europe.org was

hacked, defaced, and ultimately redirected to the Anti-Scientology

website Whyaretheydead.org. The Scientology-Europe.org website was

modified using a program called C99shell. This program was placed

on the webserver without the website administrator's knowledge. A

URL to access C99Shell was posted on the messageboard 888chan.org,

a message board frequently used by the internet group Anonymous.

This URL provided any user who accessed the messageboard with the

ability to modify files on the Scientology-Europe.org webserver

without entering a username and password.

On November 3, 2009 another Scientology website,

Freedom-Belgium.org which is hosted on the same webserver as

Scientology-Europe.org, logged attempts to access another version

of the C99shell program. These logs show that several of the IP

address who accessed the C99Shell program are located in the United

States.

The Scientology-Europe.org and Freedom-Belgium.org

websites are hosted by Blue Host, out of Provo Utah.
 

  
The following documents provided by are included in

 

a 1A.
i. CD documenting the URL Scientology-Europe.org
redirecting to Whytheyaredead.org

ii. Screenshots of 888Chan/Xenu message board with

conversations discussion attack.

iii. Screenshots of C99Shell

iv. Spreadsheet listing IP addresses who accessed the

"hacker tools"

v. Whois is on 888chan.org

 

Investigation on 10/31/2009 at Los Angeles CA

-& Date dictated 11/10/2009

_SA VWIt

   
 
 

 

  
 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.

DATE 06-L3-2011 BY 60322 UCLPSPLI/IN

Date of transcription 11/10/2009
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On November 23, 2009 writer researched IP address
66.35.1.170, which was logged in the attack on Scientology's
website. Writer determined this IP address is a Tor Exit
Router, part of the TOR Anonymity Network. As such, no
additional information can be obtained about the person who used
this IP address in the attack.

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED

DATE 06-13-2011 BY 60322 UCLF/SFLU/IN
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ROUTINE
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Contact: SA    
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Case ID #: V288A-LA-254389 (Pending) 4
(Pending) 1G O

VICTIM NOTIFICATION FORM

: Victim Contact Information

288A-LA-254389

288A-LA-254389
CAgtName:
PContact

BusName

BusEIN

BusAcct

VicFirN
VicMidNn
VicLastN:

SSAN
VicDate

VicDOD

: Business
Church of Scientology
000000000
 

   
20091101

VicMinor:
DOB
Race

Sex

Addr
Addr2
City
State
Country
Zip
Email
HPhone
Fax

Serial 1

ALL INFOREATION CONTATHED

HEREIN IS UNCLASSIFIED

DATE 06-13-2011 BY 60322 UCLESPLI/IN

 
 



 

To: Los Angeles @... Los Angeles
Re: 288A-LA-254389

VWrkAddr:
VWrkadd2:
VWrkCity:
VWrkSt :
VWrkCtry:
VWrkZip
WEmail
WPhone
WFax

VicPager:
NOKFirN
NOKMidN
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NOKAddr :
NOKAddr2:
NOKCity :
NOKState:

NOKCtry
NOKZip :
NOKHEmal:
NOKWEmal:
NOKHPho
NOKWPho
NOKHFax

NOKWFax :

NOKPager:
GrdFirNn
GrdMidN :
GrdLastn:
GrdRel
GrdAddr :
GrdAddr2:

GrdCity :
GrdState:
Grdctry :
GrdZip :
GrdHEmal:
GrdWwEmal:
GrdHPho
GrdWPho
GrdHFax
GrdwFax
GrdPager:
PropRet
TotLoss

Lang.
Disable

f 12/11/2009

 

   

N
001000000
EN

  
 



 

“

To:

Re:
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Los Angeles From:
288A-LA-254389 r

Los Angeles
12/11/2009
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Precedence: ROUTINE Date: 11/04/2009

To: Los Angeles
Cyber

 From: Los Angeles .
CY-1 be

Contact: SA pre   

 

 
Approved By: Y
 

  Drafted By: Spm
   

Case ID #: 288A-LA-254389 ~ 5 ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

Title: SCIENTOLOGY DATE 06-13-2011 BY 60322 UCLPYPLI/IN
UNSUB (S)
SCIENTOLOGY-VICTIM

Synopsis: To open and assign the above titled case.

Details: On October 31, 2009 the scientology website
scientology-europe.org was hacked, defaced, and ultimately
redirected to the anti-scientology website whyaretheydead.org.
The scientology-europe.org website was modified using a program
called C99shell. This program was placed on the webserver
without the website administrator's knowledge. A URL to access
c99Shell was posted on the messageboard 888chan.org, a message
board by the internet group Anonymous. This URL allowed any user
who accessed the messageboard the ability to modify files on the
scientology-europe.org webserver without entering a username and
password.

On November 3, 2009 another scientology website,
Freedom-Belgium.org which is hosted on the same webserver as
scientology-europe.org, logged attempts to access another version
of the C99shell program. These logs show that several of the IP
address who accessed the C99Shell program are located in the
United States. Scientology's headquarters is located in Southern
Disctrict of California.
 

   

 

On Novermber 4, 2009, AUSA of the Los be
Angeles United States Attorney's Office was contacted by writer. —

UNCLASSIFIED

oakL-*

3, o4   

ObenE CO4BK -LA_ 95342 “pod

 
 



 

I~

To:

Re:

Los Angeles From
288A-LA-254389

 

AUSA
   

It is requested that this case be open
and SA

 

UNCLASSIFIED

: Los Angeles
, 11/04/2009

 

   

UNCLASSIFIED

2

agreed to be assigned to the matter as prosecutor.

ed and assigned to SA
as a 288A

 



 

 

UNCLASSIFIED

To: Los Angeles From: lLos Angeles
Re: 288A-LA-254389 , 11/04/2009

LEAD (s) :

Set Lead 1: (Info)

CYBER

AT WASHINGTON, DC

Read and clear.
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Precedence: ROUTINE Date: 11/06/2009

To: Cyber Attn: SSA
be

From: Los Angeles b7C
CcY-1

Contact: SA

Approved By: LY

Drafted By: pat”

Case ID #+ 288A-LA-254389 (Pending) — b

; ALL INFORMATION CONTAINED
Title: SCIENTOLOGY HEREIN IS UNCLASSIFIED

UNSUB (S) DATE 06-13-2011 BY 60322 UCLPSFLI/IN
SCIENTOLOGY-VICTIM

Synopsis: Los Angeles hereby notifies Headquarters of a new 288A
case.

Details: On October 31, 2009 the Scientology website
Scientology~Europe.org was hacked, defaced, and ultimately
redirected to the Anti-Scientology website Whyaretheydead.org.
The Scientology-Europe.org website was modified using a program
called C99shell. This program was placed on the webserver
without the website administrator's knowledge. A URL to access
C99Shell was posted on the message board 888chan.org, a message
board frequently used by the internet group Anonymous. This URL
allowed any user who accessed the messageboard the ability to
modify files on the Scientology-Europe.org webserver without
entering a username and password.

On November 3, 2009 another Scientology website,
Freedom-Belgium.org which is hosted on the same webserver as
Scientology-Europe.org, logged attempts to access another version
of the C99shell program. These logs show that several of the IP
addresses who accessed the C99Shell program are located in the
United States. Scientology's headquarters is located in Los
Angeles California.

+
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Precedence: ROUTINE Date: 12/14/2009
 

To: San Antonio Attn: SSA

   
From: Los Angeles

CY-1 b
Contact: b

 

   

 

Approved By:
   

y

Drafted By: jpn
   

Case ID #: /288A-LA-254389 ‘vending|
ALL INFORMATION CONTAINED

Title: UNSUB (S) HEREIN IS UNCLASSIFIED

Church of Scientology - VICTIM DATE 06-13-Z011 BY 60322 UCLP/PLI/IN

Computer Intrusion
00:LA

Synopsis: To set a lead to San Antonio to search for wireless
networks near the subject's address and provide a description of
the location in anticipation of a search warrant.

Details: During the period between October 31, 2009 and
November 3, 2009 two Scientology websites,
Scientology-Europe.org and Freedom-Belgium.org, were hacked,
defaced, and ultimately redirected to the Anti-Scientology
website Whyaretheydead.org. The websites were modified using a
program called C99shell. This program was placed on the
webserver without the website administrator's knowledge. A URL
to access C99Shell was posted on the message board 888chan.oYrg, a
message board frequently used by the internet group Anonymous.
This URL allowed any user who accessed the message board the
ability to modify files on the webserver hosting both
Scientology-Europe.org and Scientology-Europe.org without
entering a username and password.

  
 

Logs Church of Scientology identified
the IP address as being involved in the
defacement. Subpoena results from AT&T show this IP address is
registered to Biographical information is as follows:

   

UNCLASSIFIED

 
 



 

UNCLASSIFIED

To: San Antonio From: Los Angeles
Re: 288A-LA-254389, 12/14/2009

 

    
A criminal history check for reveals no prior

arrests.    

Writer requests that a San Antonio Agent conduct
surveillance at using a wireless capable device
and make note of the available wireless networks in and around the
residence. Please note the name of the network as it appears on
the device and whether or not the network is secured or available
to the public. Also, please provide a description of the
residence and if possible pictures in anticipation of a search
warrant.

 

  
 

UNCLASSIFIED

2   



 

@ UNCLASSIFIED

To: San Antonio From: Los Angeles
Re: 288A-LA-254389, 12/14/2009

LEAD (s):

Set Lead 1: (Action) bé

San Antonio
 

 Av

Writer requests that a San Antonio Agent conduct
surveillance at| | using a wireless capable device
and make note of the available wireless networks in and around the
residence. Please note the name of the network as it appears on

the device and whether or not the network is secured or available

to the public. Also, please provide a description of the
residence and if possible pictures in anticipation of a search

warrant.

 
 

+4

UNCLASSIFIED

3  



 

288A- 7p 54389 — g
JPM: jpral

On January 15, 2010 writer researched IP address
66.230.230.230, which was logged in the attack on Scientology's
website. Writer determined this IP address is associated with

spamming and a Tor Router, part of the TOR Anonymity Network.

As such, no additional information can be obtained about the

person who used this IP address in the attack.

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED

DATE 06-13-2011 BY 60322 UCLF/SFLU/IN
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FEDERAL BUREAU OF INVESTIGATION

Date oftranscription 01/20/2010

with the Church of Gciantology was interviewed

 

    
   

  

telephonically at phone number After being
advised of the identity of the agent, provided the following
information.    

Research conducted by the Church of Scientology
determined that the domain and website httn://288chan.org ig

last known

 

   
 

 
 

 

This information was obtaine
message board. This posting is attached in a 1A envelope.

   

 

also stated 888Chan.org is a website frequently used
by the group Anonymous. The 888 stands for August 8,2008 and was
the date of a large DDOS attach against the Church of Scientology.

   

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED

DATE 06-13-2011 BY 60322 UCLF/SFLU/IN

 

Investigation on 1/20/2010 at Los Angeles

File # 288A-LA-254389 - 4 Date dictated 1/20/2010

Dm
 
 

by SA
    

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency. /XD  
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Date of transcription 03/04/2010 BIC

On Thursday, February 25, 2010, a physical surveillance
(FTSUR) was conducted of the residence located at

The surveillance was conducted_Lrom
appLoximacely 2:00 TM - 2:20 p.m. during which time SA

and SA observed the following:

 

  
 

 

  
 

 
 

     

 

The residence is described as a two story, single family
house with the exterior constructed of gray wood_siding with white
trim. The house is located on the south side off and
the front of the house is facing northwest. There is a detached
garage/building located several feet south of the house. The
garage/building is gray in color with two white garage doors that
face There is a covered porch on the front of the
house. The house has a composite roof. The house appears to be on
a one to two acre lot that is enclosed by a wood privacy fence on
the west side, a black wrought-iron fence and gate along the front,
and a wire fence on the east side of the property. The gate which
is located at the entrance to the driveway was closed. A keypad
for the gate was observed on_the east side of the driveway as was
an address plaque that read Every several feet
the wood and wrought-iron fenceareSupportedby brick columns.
The house sits approximately 100 yards from the road. Paved
parking areas were observed in the front of the house, on the west
side of the house (which is the area in front of the garage), and
on the east side of the garage (which is the area behind the
house). On the back of the house, eastern side, a deck area
enclosed in wood lattice was observed.

 

   

 

   

 

  

Two vehicles were observed parked on the west side of the
house. One vehicle was a white Chevrolet, Z71. Sport Utility
Vehicle, bearing New Mexico license plate The other
vehicle was_awhite Chevrolet van, bearing Téxas license plate

SA took nine digital photographs of the
resioelice/propercy during this surveillance.

 

   
 
 

    
  

 

 Utilizing a wireless capable device, SA detected
three secure wireless networks in the vicinity of

One was 2wire262 utilizing Channel
, One Was 2Wire utilizing channel four, and one was SATS5

utilizing channel nine.

 

   
 

 

Investigation on 02/25/2010 at San Antonio, TX
 

bé6
-\0 Date dictated b7c

 

  File # 28      
 

  
   by SA

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.  
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Continuation of FD-302 of ,On 02/25/2010 __,Page 2

A set of printed copies of the digital photographs and a
CD containing the digital photographs are being maintained in the
1A section of the case file.
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Precedence: ROUTINE Date: 03/04/2010

To: Los Angeles Attn: sf

bé
From: San Antonio bic

Squad C-4/Cyber
Contact: SA

Approved By: if

Drafted By: cb VE |

Case ID #: 288A-LA-254389 (Pending) ~

Title: UNSUB(S); ALL INFORNATION CONTAINED
° t HEREIN IS UNCLASSIFIED

COMRUVERINSRUSTORS - VICTIM; DATE O6-L3-ZO0LL BY 60922 UCLE/PLI/IN
f

00: LA

Synopsis: To cover lead one of serial seven.

Reference: 288A-LA-254389 Serial 7

Enclosure(s): 1) _FD-302 - Regarding surveillance conducted at
on

 

02/25/2010 bé

b7Cc
 2) ¥FD-340 - Containing original notes from

ducted at
on 02/25/2010

3) FD-340 - Containing color printouts of nine
digital photogr i
surveillance of

| } on 0272572010, a CD containing
these nine digital photographs, and two color
printouts of satellite images of this property
printed from the Internet (Bing)

   
 

  

4) FD-340 - Containing printouts regarding Texas
license plate and New Mexico license
piate

 

   

   

UNCLASSIFIED

GCedAcb02,e€c  



 

*

UNCLASSIFIED

To: Los Angeles From: San Antonio
Re: 288A-LA-254389, 03/04/2010

Details: Per referenced comminication San Antonio conducted

surveillance a on
02/25/2010. Writer utilized a wireless capable device which
detected three secure wireless networks in the vicinity of this
address. The house is located approximately 100 yards from the
road and was enclosed by wood, wire, and wrought-iron fencing. A
wrought-iron gate at the entrance of the driveway was closed
denying access to the property. It is possible that a wireless
device/network went undetected from the residence because of the
distance the writer was from the house.

  

Writer took Nine digital photographs of the
residence/property. There were two vehicles located on the
property. One vehicle was a white 2004 Chevrol Z ort
Utility VehiclL i ich is
registered ta The   

 other vehicle -was—awhite 2005 Chevrolet van_hearing Texas
license nlate which is; registered td

  
 

 
 

  

Writer also accessed and printed two satellite images
of this property from the Internet (Bing).

San Antonio considers lead covered.

UNCLASSIFIED

2  



 

UNCLASSIFIED

To: Los Angeles From: San Antonio
Re: 288A-LA~254389, 03/04/2010

LEAD (s):

Set Lead 1: (Info)

LOS ANGELES

AT LOS ANGELES, CALIFORNIA

Read and clear.

+4

UNCLASSIFIED
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Date of transcription 01/15/2010

      

      

 

   

  

Scientology,
work t work telephone
numbe an Church of

Scient vie
California. After being advised o e
they presented the following information.

Los Angeles
the agents,          en oOY

 

stated that after further review of the server logs,
the IP adaress Accessed the following pages on the
website Scientology-Europe.org (Date/Time stamps may vary depending
on which entry of the log used, as multiple entries are made for
each visit to a webpage):

   
  
 

Defaced Page: 3 times (November 1, 2009 19:36:19, 19:36:33 and _
19:36:38 be

Shell.php: 2 times (November 2, 2009 09:45:09 and
November 2, 2009 09:45:39)

SQL.php 1 time (November 2, 2009 09:47:06)

 

 stated he would provide writer via email with a
detailed Iisting of damages associated with the attack.
  

Server logs documenting the above access are in included
in the attached 1A.

be

b7C

 

Investigation on 1/13/2010 at Los Angeles

File # 288A-LA-254389 — |a Date dictated 1/15/2010

by SA BemTN
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Precedence: ROUTINE Date: 07/07/2009

To: San Antonio Attn: SSA

From: Los Angeles b6
CYy-1 b7C

Contact:

Approved By: wr

Drafted By: jpm ™ 2,

Case ID #: 288A-LA-254389 (Pending) ~ |

Title: UNSUB(S) ALL INFORMATION CONTAINED
Church of Scientology - VICTIM HEREIN IS UNCLASSIFIED

Computer Intrusion DATE 06-13-2011 BY 60322 UCLP/PLI/IN
00: LA

Synopsis: Request SAC concurrence for SA to travel to San
Antonio Division to conduct a subject intérview.

Administrative: Writer spoke with SSA via telephone on bé6
July 7, 2010 regarding_this matter. SSA agreed to nrovide b7C

lwith said interview. Si
   

    

 

 

assist SA
and SA | covered previous lead (Serial 7) sent

y writer to San Antonio. 

 

Details: Request SAC concurrence for SA to travel to San
Antonio Division to conduct a subject intervrew.   

During the period between October 31, 2009 and
November 3, 2009 two Scientology websites,
Scientology-Europe.org and Freedom-Belgium.org, were hacked,
defaced, and ultimately redirected to the Anti-Scientology
website Whyaretheydead.org. The websites were modified using a
program called C99shell. This program was placed on the
webserver without the website administrator's knowledge. A URL
to access C99Shell was posted on the message board 888chan.org,
message board frequently used by the internet group Anonymous.
This URL allowed any user who accessed the message board the
ability to modify files on the webserver hosting both

UNCLASSIFIED

Diehl- 26438| - (D

a  



 

UNCLASSIFIED

To: San Antonio From: Los Angeles
Re: 288A-LA-254389, 07/07/2009

Scientology-Europe.org and Scientology-Europe.org without b7C
entering a username and password.

 

   
 

Logs provided by the Church of Scientology show IP
address accessed files associated with the
defacemént. sStuppoena results from AT&T show this IP address is
registered to Biographical information is as follows:

   
 

   
 

 

A criminal history database inquiries were negative for

  
Los Angeles requests SAC concurrence for sa to

travel to the San Antonio division to interview aricl

determine his involvement with the website defacements described
above.

 

  
   

UNCLASSIFIED

2

  



 

To: San Antonio From: Los Angeles
Re: 288A-LA-254389, 07/07/2009

UNCLASSIFIED

LEAD (s):

Set Lead 1: (Action)

SAN ANTONIO

At SAN ANTONIO, TX

Los Angeles requests SAC concurrence
travel to the San Antonio division to interview

for s

 

  

 
  

  
arlo

to

determine his involvement with the website defacements described
above.

+
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 Date of transcription 10/20/2010
 

       

  

residence address |

cellular telephone numbej business addresg
  

  San Antonio, Texas was interviewed atTITS

place of HDusiness. After being advised of the identity of the
interviewing agents, and the purpose ofthe interview,
provided the following information:

 
 

 

   
 

 

    works fol a business that provides
 

has
  
 a Moderace Level Or Computer knowledge, Dut aoes not Consider
himself a computer expert. frequently uses several operating
systems including UNIX, LINUX, and Windows.

 

  
 

 

has approximately six computers at his residence,
many of which are running Ubuntu. uses Ubuntu because it is
much more secure than Windows, and-me—entourages everyone at his
house to use Linux.

    
   

 

  is familiar with the internet and message boards,
but does not visit them often. He has never heard of or visited
fhe website 888chan.org, or any of the other "chan" websites

was not familiar with the internet group ANONYMOUS.
has heard of the Church of Scientology as not very
knowledgeable about their practices. nas dealt with a few
computer viruses on his personal computers, but was not familiar
with the term "malware" or a C99Shell.

 

 
 

      

 

 

was then provided information by the interviewing
agents that in October of 2009 an IP address associated with his
residence accessed org.|fas related to a hack on the website

cou

   

Scientology-Europe.org. had no knowledge of this access.
stated the access ave occurred while someone was using

TIS Wireless internet connection as it is not always secure. In
addition, Stated there have been m ple who have lived
at his reSruemce since October of 2009. lives in an "open"
household and his son frequently has fri ditfriends of
friends" live their for long periods of time. could not
recall the names of all the individuals who have -Trvéd at his
residence, but after reviewing the contacts in his phone. he
provided the following information about occupants of

Since late 2009:

  
    

   
 
 

   

 

  
 

 

   

 

Investigation on 10/13/2010 at San Antonio bs

File # 288A-LA- {4 Date dictated 10/20/2010
S Tomi’

by SA \r
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,On 10/13/2010 Page 2
 

  
 

  Name}
 Phone:

Relation:
 

   
Notes: Currently resides at
 

 Name:
Phone: !
 

   

T
T
~
1

   
Relation:
   Notes: Currently [Times stnevivania but previously 

lived at and visits
   

Name: [iT
Phone: 

  
Relation:  
 

 

Notes: Currently lives
 

 Name:
Phone:
Relation: Family friend
Notes: Currently lives

  

 

 Name:

Phone: |
Relation: Family frien
Notes: No longer lives

  
Name:
Phone:
Relation: Family _rriremd
Notes: No longer lives

 

   

 Name:

Phone:

at
   

and goes to school in Austin TX.

 

at
   

 

   
 

at

   

 

Relation: Family Friend
Notes: No longer lives
 

  
Name:

Phone: Unktiown
Relation: Family Friend
Notes: No longer lives

 

 

Name:    
Phone: Unkriown

at
  

 

at     
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house including jewelry and guns.
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Date of transcription’ 10/20/20 10

San
Antonio Texas, telephone number was interviewed at
his residence. After being advisS€d@ Of the identity ofthe
interviewing agents, and the purpose of the interview
provided the following information:

and bé

currently lives at| [He uses the b7Cc

  
   

   
 

   
 

 

 

internet con at this location to visit Facebook, Myspace,
and YouTube. stated he i: very knowledgeable computer
user, and that he uses Windows.| was not familiar with the 
internet group ANONYMOUS, or the website 888chan.org.
 

had no knowledge of and attack on the website
ScilentolLogv-Europe,org and had not heard_any of the other residents
at discuss the attack. was open to further
questioning by the FBI.
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From: Los Angeles
CY-3 Dé.

Contact: SA bic

Approved By: HA

Drafted By: ott

Case ID #: 288A-LA-254389 ALL INFORMATION CONTAINED
‘ HEREIN IS UNCLASSIFIED

Title: SCIENTOLOGY DATE 06-13-2011 BY 60322 UCLP/PLI/IN
UNSUB (S)
SCIENTOLOGY-VICTIM

Synopsis: To close the above captioned case.

Details: On October 31, 2009 the Scientology website
Scientology-Europe.org was hacked, defaced, and ultimately
redirected to the Anti-Scientology website Whyaretheydead.org.
The Scientology-Europe.org website was modified using a program
called C99shell. This program was placed on the webserver
without the website administrator's knowledge. A URL to access
c99Shell was posted on the messageboard 888chan.org, a message
board frequently used by the internet group Anonymous. This URL
allowed any user who accessed the messageboard the ability to
modify files on the Scientology-Europe.org webserver without
entering a username and password.

On November 3, 2009 another Scientology website,

Freedom-Belgium.org which is hosted on the same webserver as
Scientology-Europe.org, logged attempts to access another version
of the C99shell program. These logs show that several of the IP
address that accessed the C99Shell program are located in the
United States. Scientology's headquarters is located in Southern
Disctrict of California.

Further analysis of the IP logs provided by the Church of
Scientology determined that all but one of the IP addresses
located inside the United States that participated in the attack
against the Church of Scientology utilized an anonymity program
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such as TOR to mask their identity.
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Los Angeles From: Los Angeles
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conducted on these IP addresses.

the attack against the Church of Scientology was
Subscriber information Dye

  
  

 

The writer interviewed 
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No further investigation was

The sole IP address located in the U.S. that-narticinated in 

   
Communications showed fhi
residence address

ac tne time of the attack.
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and learned that in addition to
three children and wIt@,—at least eight other individuals
his residence during the time of the attacks. Many of
 

the individuals were college friends of
could
 

   

 
and

    
not provide their full contact injrormation.

 

urthelmore

stated he often left his wireless router open for periods
of time so that anyone could access the internet through his
connection.

of investigative leads.
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Writer requests the above titled case be closed due to lack

 


